Field Security Basics
VPNs and not-so-hotspots
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Presentation Outline




Wait a sec....”Who Is This Git?”
 Yardell ( @yardper )

» Perkitech (
perkitech.com )

» 10yrs Computer Repair

* 2+ yrs Systems Adm

» 2+ yrs Web Dev & Design




A Little About Telecommuting...




Your “Previous” Routine...




CLICK HERE

By clicking the above button, you are agreeing to our




Spots I Researched




Dunkin Donuts “Happy” Splash

(3 Dunkin Donurs - Wik Te

3 € B betpE/192.168,150.254:1003/ fgtauth 20201058 1c41a6129 w8 0
5 apps For quiek access,

&2
EADUNKING
) DONUTS

ENJOY FREE WIFI

- FUN ® FACT -

‘W blend our coffes beans with a secrel,




Dunkin Donuts ToS
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McDonalds “Happy” Splash
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McDonalds ToS
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Starbuck’s “Happy” Splash

[J] Free Wi-Fi

From our friends at Goog
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Starbucks ToS
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Starbucks ToS (Cont.)
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» They will give you a temporary IP
You cannot program any other IP or MAC address into your device
while using their network.

» This WiFi is not inherently secure and (any) wireless
communications may not remain private or free of
interception or access

» “We reserve the right to monitor, intercept, and disclose
any transmission on or using our facilities, and to
provide user information, or use records and other
related information under certain circumstances

Lawful process, orders, subpoenas, warrants, Google, Persons
... for Reasons”
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“Nothing to hide, Why Hide Anything?”
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Your “Current” Connection
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“Firesheep”
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e http://codebutler.com/fi
resheep
« Firefox Extension
o Grab a user’s session
cookie to a site to gain
their login information
© On a public network, those
cookies are periodically
passed through the air
usually unencrypted.
o Dated (2010) but
nonetheless prime
example
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“Firesheep” (cont.)

] News Feed

| What's on your mind?

Ashley Winters
realized | really,
for some fake

indeed.
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Take some time to understand what
you're signing onto when you sign into
any public hotspots

» Skim the ToS
» Screenshot and Save for Later
» If you can’t find one, find another place to work
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What is a “VPN”

O
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Your connection on a VPN

Your Computer Coffeehouse WiFi

192.168.XXXYYY AAA.BBB.CCC.DDD AAA.BBB.CCC.DDD

Internet

192.168. XXX.YYY

| - B

Your Computer

Internet

192,168 XXX.YYY

PPP.QQQ.RRR.SSS PPP.QOQ.RRR.5SS PPP.QQQ.RRR.SSS PPP.QQQ.RRR.SS5 PPP.QQQ.RRR.SSS
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Service Providers
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VPNBEanron

'VPN @ Tt

SlickVPN @ ores CrupEOSEOrm
[ eeonron
¢ ™ NordvPN
.i=
IS £ pMullvad AXNONYMIZE & smartvpn

22



Some Things To Look For...

O
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TorrentFreak — Yearly VPN Services Article
/:.
O

Which VPN Services Take Your
Anonymity Seriously? 2016 Edition
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Article Suggestion...
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More Pertinent Questions...
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My Personal Pick: “Hide Me”
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General Client Operation

W hide.me VPN

Your Plan
Premium

Your IP Address
E= 107.77.192.21

Extend Premium

O

W hide.me VPN -

[ M
)

Your Plan Your IP Address
Premium EE 162.221.186.167

Extend Premium
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App Advanced Settings

Our recommendation, it is the fastest and mest secure VPN protocol
available.

@® OpenVPN
Besides IKEv2 it is a very secure and well performing VPN protocol.

o]

S5TP
A secure and highly reliable VPN protocol designed to bypass firewalls.

O PPTP
Itis a great choice to bypass geo-restricti i
Even so it is using an outdated data encryption.

eg. 20867220220

1400/

=
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The “Extra” Mile — Personal Hotspots
/_
O .
» About the size/shape of a
cellphone, if not smaller

» Connects through a cell
network solely for data
Data pool separate from

your cellphone data pool

» Current smartphones can
do this...
May not be able to take
calls or calls will break the
connection




General Operation Notes
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Thank You
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