Field Security Basics
VPNs and not-so-hotspots
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Our Current relationship with public hotspots
Review of some provider’s ToS’

Brief discussion of WiFi dangers

How VPN’s work and how to pick a provider
How to use a VPN Service

Portable Hotspots
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A Little About Telecommuting...

O

» Our work is very easy to decentralize
Little needed in the way of furniture, hardware, personnel

» Our “offices” can be anywhere, even “home”

Regular work-at-home, among the non-self-employed
population, has grown by 103% since 2005.!

3.7 million employees now work from home at least part time.!
» At some point, we migrate to some “public”
workspace

Cofteeshop or coworking space
Main Benefit: Shared motivation of others




Your “Previous” Routine...
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Dunkin Donuts “Happy” Splash
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ENJOY FREE WIFI

Accept our Terms & Condifions to connect

ACCEPT & CONNECT
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'We blend our coffee beans with a secret,
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TERMS & CONDITIONS

Weleome! This Dunkin' Donuts restaurant 1s owned and operated by an independent
franchisee (Franchisee) under a franchise granted by Dunlin’ Donuts Franchising LLC or one
of its affiliates (“Franchisor™). While you're here, feel free to use the complimentary Wi-Fi
service (the “Service”) being provided to you by Franchisee and Trustwave SecureConnect,
Inc.

In order to use this Service, you MUST agree to and comply with the Terms of Service and
Acceptable Use Agreement below By accepting the Terms of Service and Acceptable Use
Agreement. you are also agreeing the Franchisor ts not a provider ofthe Service and 15 tn no
way LIABLE FOR ANY COSTS OR DAMAGES ARISING DIRECTLY OR INDIRECTLY
FROM YOUR USE OF THE SERVICE. Furthermore, you agree, at your expense, to defend
and hold harmless Franchisor, Franchisee, Trustwave SecureConnect. Inc.. and their
respective affiliates, officers, directors and employees from and agaimnst any and all costs,
damages and reasonable attomeys’ fees resulting from any claim that your nse of the Service
injured or otherwise violated any right of any third party or violated any law.

‘You are about to access Internet content that is not under the control of the network access
provider. The network access provider is therefore not responsible for any of these sites, their
content or their privaey policies. The network aceess provider and its staff do not endorse nor
make any representations about these sites, or any information, software or other products or
materials found there, or any results that may be obtained from vsing them. f you decide to

access any Internet content, you do this entirely at your own risk and you are responsible for

ensuring that any accessed matenal does not infiinge the laws goveming. but not

exhavstively covenng, copynight, trademarks. pomography. or any other material which 15

slanderous, defamatory or might cause offence in any other way.

ACCEPT & CONNECT
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22 Apps For quick access, place your bookmarks here on the bookmarks bar. Import bookmarks now...

FREE WI-FI SERVED DAILY "W G e

Philadelphia, PA, 19123-1720
By clicking on Get Connected. | agree
’mlovin’it’ toythe M g EETICONNECTED ? Help

S’
delivered by )
& atat

McDONALDS.COM CAREERS NUTRITION INFO LEAVE A COMMENT

Free Wi-Fi

and beef patties
free of preservatives,

fillers, and additives.

learn more p

The simpler the better™
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McDonalds ToS
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‘any acls, omissions, performance or non-performance related o the URL Filtering.
SECURTY WARNING

‘The unsecured nature and ease of connection to public WiFi hotspots increases the risk that unauthorized persons can
access your phone, laptop or other device or your communications over the Wi-F network, You should take precautions
to lower the security risks. ff you have access toa virtual private network (VPN), ATAT recommends that you connect
through it for increased security. AT&T also encourages you to observe standard security practices. You should ensure
that computer hard drives are not shared; laptops have firewall protection; and security software is installed, functional
and updated on your device. ATAT recommends that you avaid transmiting or accessing sensitive persanal
information over the Wi-Fi nefwork, and that you only connect through known Wi-Fi hotspots. More information can be
found on this ATAT support page.
Information/Password Security
Allinformafion fhat you provide fo AT&T, including your name, email address, and physical address, all informafion that you
Drovids io the ommer ofhe Locaton, creditor charge card numbers and expiration dates and any Senvice payment
informafion [Regisirafion Data’) must be accurate. You agree o keep confidential your log-in ID and password, if 2ny, and are
solelyresponsible for any liabilfy or damages resuling from your failure ko mainiain that confdentality. You are also salely
‘and fully responsible and liable for all aciivifies that occur during your use ofthe Service. You agree fo immediately noffy
ATET fyou suspectany breach of security Such as loss, e or unautarized disclosure or use ofthe Service
Prices/iPayment
‘The prica charged for the Service will vary by Location. Many Location ofier e Service as an ancilary beneft to Teir patrons at
na ora nominal charge, while others chose o charge varying amounts ATAT will presentyou with the charge, &nd you may
choose whether i pay e charae or selectnatio use the Service. Addionall. e Location may chooss i present you with fie
‘opfon fo view an adverisement a3 an altemafive to paying e Senics chane

Fappiicable, you agre o pay all charges and fees related o your use ofthe Senvice, inciuding faxes, fees sUicharges or oer
assessments.

Third Party Content Disclaimer Links to Third Party Sites

Content provided by Third Party Providers ("Third Pary Content’) has nof been independently authenScated in whole orin part by
ATET. ATET does not provide, sell icense, orleass any of the Third Party Content ofher than those specifically idenfified as being
provided by ATAT. This Service may be linked fo ofher websites which are not under fhe conral of and are not mainfained by
ATET. ATET is notresponsible for he content of hose sites. ATAT is providing these inks to you only as a convenience, and fhe
inclusion of any link to such sites does notimply endorsement or support by ATAT of fhose sies.

Privacy Policy

‘Any tata provided o orcollecled by ATAT in e periomance ofthe Senice, inciuding data collacied ata Localion where AT&T




Starbuck’s “Happy” Splash
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From our friends at Google

Accept & Connect

| agree to the Terms of Service and have
reviewed the Google Privacy Policy

Need help? 855-446-2374




Starbucks ToS

| Starbucks WiFi from Goe %/ [3 Starbucks WiFi from Goor X '\

e« => C ID sbux-portal.appspot.com/static/sbwifi_tos.html

Apps  For quick access, place your here on the

Welcome to Starbucks WiFi, provided by Google
Last Updated: August1,2013

This free WiFi service provided by Google is a free public non-commercial WiFi service offered in certain Starbucks locations
ihroughout the United Smes ("This WiFi"). The WiFi equipment and services are provided by Google Fiber Inc., located at 1600

o ‘arkway, Mountain View, CA 94043, United States and its partners (Google Fiber is referred to below as “Google Fiber
or .

By using This WiFi, you agree to be bound by the terms and conditions below ithe "WiFi Terms of Service”). In addition to the
language below, the WiFi Terms of Service include Gooole Inc.'s Terms of Service. The Google Inc. Terms of Service apply to your
use of This WiFi as if the word “Google” in the Google Inc. Terms of Service meant Google Fiber and the word “Service” meant This
WIFL. In the event anything in the Google Inc. Terms of Service conflicts with any of the WiFi Terms of Service below, the WiFi Terms of
Service take pricrity. Together, the WiFi Terms of Service and Google Inc. Terms of Service are referred to herein as the “Terms.”

goe%}sas provided in "Disclaimer of Warranties” below, nothing in these Terms will be deemed to confer any third-party rights or
nefits.

Ifyou choose to use other services (such as an application or wehsite) while using This WiFi your use of those services will be
govermned hy the terms and conditions provided to you in association with those services.

Privacy and Security

We may collect information about your usage of This WiFi, such as when and for how long you use the network and the frequency
and size of data fransfers. We may also collect information about the geographic locations of This WiFi nodes through which you
connect to the network. For more information about how we collect, use and share information, please see the Google Privacy Policy.
You understand that This WiFi, which utilizes wireless technologies, is not inherently secure and that wireless communications may
not remain private or free of interception or access by others. We will not be liable to you or any other party for any lack of security
that may result fram your use of This WiFi, and you agree that you are solely responsible for implementing and maintaining
appropriate technological and other safeguards to ensure the safety and security of your device and anything stored on, or
fransmittad by, your devica.

Google Fiber does not exercise control over other services you may use while using This WiFi. These third-party services may place
their own cookies or other files on your computer or device, collect data, or solicit information from you. For more information, consult
the applicable privacy policies for those services.

Your Responsibilities; Proper Use

You must have a wireless-enabled device to connect to This WiFi.

We will ssign you a temporary IP address each time you access This WiFi. You may not program any other IP or MAC address into
your device that accesses This WiFi.

You may not use This WiFi for improper activities. Examples of improper activities include, without limitation:
# modifying, adapting, translating, or reverse engineering any portion of This WiFi;

# reselling, renting, sharing or distributing any aspect of This WiFi;

# attempting to break security, access, tamper with or use any unauthorized parts of This WiFi or any third party devices,
accounts, equipment or networks;

® removing any copyright, trademark or other proprietary rights notices contained in or on This WiFi;

# attempting to collect or maintain any information about other users of This WiFi (including usernames and/or email
addresses) or other third parties for unauthorized purposes;




They will give you a temporary IP
You cannot program any other IP or MAC address into your device
while using their network.
This WiFi is not inherently secure and (any) wireless
communications may not remain private or free of
interception or access

“We reserve the right to monitor, intercept, and disclose
any transmission on or using our facilities, and to
provide user information, or use records and other
related information under certain circumstances

Lawful process, orders, subpoenas, warrants, Google, Persons

... for Reasons”



» Right to Privacy + Obfuscation of an illicit act
» “Innocent UNTIL proven guilty

You're accused of something, typically the burden of proof is
on the “Accuser”

If I say: “You stole a box from 3™ street at 5pm”...
I have to prove that you did
You don’t necessarily have to prove that you didn’t
The 27 and 3™ thing you hear in an arrest
You have the right to remain silent
Anything you say may be used against you in a court of law



Your “Current” Connection




“Firesheep”

O

e http://codebutler.com/fi
resheep

» Firefox Extension

Grab a user’s session
cookie to a site to gain
their login information

On a public network, those
cookies are periodically
passed through the air
usually unencrypted.

Dated (2010) but
nonetheless prime
example
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“Firesheep” (cont.)
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Take some time to understand what
you're signing onto when you sign into
any public hotspots

Skim the ToS
Screenshot and Save for Later
If you can’t find one, find another place to work



What is a “VPN”

O



https://en.wikipedia.org/wiki/Virtual_private_network
https://en.wikipedia.org/wiki/Virtual_private_network

Your connection on a VPN

Your Computer Coffeehouse WiFi Coffeehouse ISP Internet

192.168.XXX.YYY 192.168.XXXYYY AAA.BBB.CCC.DDD AAA.BBB.CCC.DDD

Your Computer Coffeehouse WiFi Coffeehouse ISP Internet

192.168.XXX.YYY

PPP.QQQ.RRR.SSS PPP.QQQ.RRR.SSS PPP.QQQ.RRR.SSS PPP.QQQ.RRR.SSS PPP.QQQ.RRR.SSS




Service Providers
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Some Things To Look For...

» Server Locations

o 2-3 servers of geographic proximity to you

O 1-2 servers of geographic significance to you

» Connection Security
o IKEv2 — One of the stronger ones, but can be “heavy”

o OpenVPN — All around ideal encryption protocol
o SSTP — Meh

» Hardware / OS Support

o You can use it on anything you’d likely use it on.

» Customer Support Access




L The Best Anonymous VPl X

<« C & https//torrentfreak.com/vpn-anonymous-review- 160220

About Contact Archives 9186

[

Reddit Refuses to Disclose
Alleged Music Leaker’s IP
Address

Which VPN Services Take Your
Anonymity Seriously? 2016 Edition

8] FEBRUARY 20, 2016 217

ERNE

VPN services have grown increasingly popular in recent years, but not all are

completely anonymous. Some VPN services even keep extensive logs of users'

IP-addresses for weeks. To find out which are the best VPNs, TorrentFreak

Never trust a VPN that doesn't
accept Bitcoin.

privateinternetaccess™
anonymous VPN

asked several dozen providers about their logging policies, and more.

4

Millions of people use a VPN service to browse the

Internet securely and anonymously. Unfortunately,

however, not all VPN services are as anonymous as
they claim to be and some keep extensive logs of

private information.

ZXNONY rame—

Most Reliable VPN OGS
FREE TRIAL ————

To help VPN users to make an informed choice we

decided to ask dozens of VPN services how they protect the privacy of their users

Today we present the fifth iteration of our annual VPN services “logging” review



https://torrentfreak.com/vpn-anonymous-review-
160220/Yearly Article

Feb — March

Home page - > “About” link
Contacted Several of the major and minor VPN
providers

Asked twelve pointed questions about their offerings
What / Where / How of their services
Payment Options
Operating Jurisdictions



» What Countries are your servers located in?

Do you have physical control over your VPN servers and
network or are they hosted by/accessible to a third party?
(“Plus” if they do, not necessarily a “Minus” if they don’t)
» What is the most secure VPN connection and
encryption algorithm you would recommend to your
users?

» Do you offer a custom VPN application to your
users?
If so, for which platforms?



My Personal Pick: “Hide Me”

e https://hide.me/en/
» Metrics

o Servers in 29 locations /
21 countries

= Closely partnered with the
server managers

o Highest Encryption:
IKEv2

o Support all major
hardware / software
platforms



https://hide.me/en/
https://hide.me/en/
https://hide.me/en/

W hide.me VPN -

oo |

Your Plan Your IP Address

Premium EE 107.77.192.21 ‘

Extend Premium l

& Settings @ Help

O

General Client Operation

W hide.me VPN -

== s EastCoastl -

oo |

Your Plan
\ Premium EE 162.221.186.167 ‘

Your IP Address

‘ Extend Premium l

& Settings @ Help




App Advanced Settings

W hide.me VPN - Settings W hide.me VPN - Settings
| # General | % Advanced | = VPN Protocol | @ Information # General | % Advanced | = VPN Protocol | @ Information |

) IKEv2 MNetwork Settings

Our recommendation, it is the fastest and most secure VPN protocol Primary DNS Server

available.
Secondary DNS Server | e.g. 208.67.220.220 |

||E.g. 208.67.222.222 |

Server selection | e.g. nl-1.hide.me |

® OpenVPN
Besides IKFv2 it is a very secure and well performing VPN protocol. VPN Settings

Use custom MTU size HﬂﬂH

] use raliback Protocol

) SSTP
A secure and highly reliable VPN protocol designed to bypass firewalls. Allow sleep when VPN is active

OpenVPN Settings

O PPTP Protocol
It i1s a great choice to bypass geo-restrictions or arcumvent censorship.
Even so it is using an outdated data encryption.

Choose random port on every connection




About the size/shape of a
cellphone, if not smaller

Connects through a cell
network solely for data

Data pool separate from
your cellphone data pool

Current smartphones can
do this...

May not be able to take
calls or calls will break the
connection



General Operation Notes

O

» Want the encryption at the “Last Mile”

Turn on JUST the laptop app (preferably) or just the phone
app.
Don’t need both
» Familiarize with your providers security options

Some sites will slow down or “complain” about a VPN
connection

Lowering the encryption level




Thank You
O







